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COVIDSafe tracking app reviewed: the
government delivers on data security, but
other issues remain

April 27 2020, by Mahmoud Elkhodr
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Let's work together to stop
the spread of COVID-19

COVIDSafe has been developed by
the Australian Government to help
keep the community safe from the
spread of Coronavirus.

COVIDSale will securaly record
contacts that you have with other
users of the app. This will allow
State and Territory health officials
to contact you. if you have been in
close contact with somecne who
has tested positive to the virus,
Together we can help stop the
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How COVIDSafe works

Bluetocth® signals are used to
determine when you're near another
CoViDSale user

Every instance of close contact
between you and other COVIDSafe
users is noted to create contact
infarmation, The data collected is
encrypted and will only be stored
on your phone and the other
COoVIDSale user's phone,

If you test positive to COVID-19
we will ask your consent 1o upload
your contact information to a highly
Secure server

Registration and privacy

It is important that you read the
CoVvIDSafe Privacy Policy before
you register for COVIDSafe

if you are under 16 years of age,
your parent/guardian must also
read the Privacy Policy

Use of COVIDSafe is completely
woluntary. You can install or delete
the application at any time. If you
delete COVIDSafe, you may also ask
for your information to be deleted
from the secure server.

To register for COVIDSafe, you

Registration consent

I consent to the Australian
Department of Health sollecting:

* My registration information to
allow comtact tracing by State and
Territary Health officials.

* My contact infermation from other

COVIDSafe users after they test
pesitive for COVID1Q

[ rconsent

Enter your details to sign up

Full name

| Firstname Sumame |

Your age

[ |

Postcode

| e.g 2000 |

Privacy Policy

Continue

These screens that show up upon app installation explain the app’s functions and

guide users through registration.

About 1.13 million people had downloaded the federal government's
COVIDSafe app by 6am today, just 12 hours after its release last night,
said Health Minister Greg Hunt. The government is hoping at least 40%
of the population will make use of the app, designed to help reduce the
spread of the coronavirus disease.

Previously dubbed TraceTogether — in line with a similar app rolled out
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https://www.health.gov.au/resources/apps-and-tools/COVIDsafe-app
https://www.abc.net.au/news/2020-04-27/coronavirus-tracing-app-COVIDsafe-one-million-downloads/12187806
https://www.abc.net.au/news/2020-04-23/tracing-apps-tracetogether-coronavirus-who-will-download/12175866
https://www.smh.com.au/politics/federal/mobile-tracing-is-next-step-in-virus-battle-in-bid-to-stop-outbreaks-20200414-p54jsd.html
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in Singapore—the coronavirus contact tracing app has been an ongoing
cause of contention among the public. Many people have voiced
concerns of an erosion of privacy, and potential misuse of citizen data by
the government.

But how does COVIDSafe work? And to what extent has the app
addressed our privacy concerns?

Getting started

The app's landing page outlines its purpose: to help Australian health
authorities trace and prevent COVID-19's spread by contacting people
who may have been in proximity (to a distance of about 1.5 metres) with
a confirmed case, for 15 minutes or more.

The second screen explains how Bluetooth technology is used to record
users' contact with other app users. This screen says collected data is
encrypted and can't be accessed by other apps or users without a
decryption mechanism. It also says the data is stored locally on users'
phones and isn't sent to the government (remote server storage).

In subsequent screens, the app links to its privacy policy, seeks user
consent to retrieve registration details, and lets users register by entering
their name, age range, postcode and mobile number.

This is followed by a declaration page where the user must give consent
to enable Bluetooth, "location permissions" and "battery optimiser".
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https://techxplore.com/tags/coronavirus/
https://www.abc.net.au/news/2020-04-26/coronavirus-tracing-app-COVIDsafe-australia-COVID-19-data/12186068
https://www.health.gov.au/sites/default/files/documents/2020/04/COVIDsafe-app-faqs-coronavirus-contact-app-COVIDsafe-faqs.pdf
https://www.health.gov.au/using-our-websites/privacy/privacy-policy-for-COVIDsafe-app
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App permissions

COVIDSafe needs Bluetooth® and
notifications enabled to work.

Select ‘Proceed’ to enable:
1. Bluetooth®

2. Location Permissions
3. Battery Optimiser

Android needs Location
Permissions for Bluetooth® to
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COVIDSafe requires certain permissions to run.

In regards to enabling location permissions, it's important to note this
isn't the same as turning on location services. Location permissions must
be enabled for COVIDSafe to access Bluetooth on Android and Apple
devices. And access to your phone's battery optimiser is required keep
the app running in the background.

Once the user is registered, a notification should confirm the app is up
and running.

Importantly, COVIDSafe doesn't have an option for users to exit or "log-
of f".

Currently, the only way to stop the app is to uninstall it, or turn off
Bluetooth. The app's reliance on prolonged Bluetooth usage also has
users worried it might quickly drain their phone batteries.

Preliminary tests

Upon preliminary testing of the app, it seems the federal government has
delivered on its promises surrounding data security.

Tests run for one hour showed the app didn't transmit data to any
external or remote server, and the only external communication made
was a "handshake" to a remote server. This is simply a way of
establishing a secure communication.

Additional tests should be carried out on this front.
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https://www.polidea.com/blog/a-curious-relationship-android-ble-and-location/
https://medium.com/ios-os-x-development/bluetooth-and-location-services-permission-tips-78c280de9d5
https://medium.com/ios-os-x-development/bluetooth-and-location-services-permission-tips-78c280de9d5
https://www.pcmag.com/encyclopedia/term/foregroundbackground
https://www.afr.com/technology/i-ll-download-COVIDsafe-app-but-i-m-not-sure-if-it-will-work-20200426-p54nba
https://techxplore.com/tags/federal+government/
https://www.cloudflare.com/learning/ssl/what-happens-in-a-tls-handshake/
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Allow COVIDSafe to Allowing COVIDSafe to always run in the
access this device's background may reduce battery life.

ion?
location? You can change this later from Settings >

Dany Alew Apps & notifications.
DENY  ALLOW

COVIDSafe wants to turn on Bluetooth

Demy

Users will have to manually grant some permissions.

Issues for iPhone users

According to reports, if COVIDSafe is being used on an iPhone in low-
power mode, this may impact the app's ability to track contacts.

Also, iPhone users must have the app open (in the foreground) for
Bluetooth functionality to work. The federal government plans to fix this
hitch "in a few weeks", according to The Guardian.

This complication may be because Apple's operating system generally
doesn't allow apps to run Bluetooth-related tasks, or perform Bluetooth-
related events unless running in the foreground.
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https://www.abc.net.au/news/2020-04-26/coronavirus-tracing-app-COVIDsafe-apple-iphone-COVID-19/12187448
https://www.theguardian.com/australia-news/2020/apr/27/COVID-safe-app-australian-government-COVIDsafe-tracing-download-install-ios-app-store-google-play-android-australia-coronavirus-tracking
https://developer.apple.com/library/archive/documentation/NetworkingInternetWeb/Conceptual/CoreBluetooth_concepts/CoreBluetoothBackgroundProcessingForIOSApps/PerformingTasksWhileYourAppIsInTheBackground.html
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Source code

"Source code" is the term used to describe the set of instructions written
during the development of a program. These instructions are
understandable to other programmers.

In a privacy impact assessment response from the Department of Health,
the federal government said it would make COVIDSafe's source code
publicly available, "subject to consultation with" the Australian Cyber
Security Centre. It's unclear exactly when or how much of the source
code will be released.

Making the app's source code publicly available, or making it "open
source", would allow experts to examine the code to evaluate security
risks (and potentially help fix them). For example, experts could
determine whether the app collects any personal user information
without user consent. This would ensure COVIDSafe's transparency and
enable auditing of the app.
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https://searchapparchitecture.techtarget.com/definition/source-code
https://www.health.gov.au/sites/default/files/documents/2020/04/COVIDsafe-application-privacy-impact-assessment-agency-response.pdf
https://techxplore.com/tags/open+source/
https://techxplore.com/tags/open+source/
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This screenshot shows test results run via the Wireshark software to determine
whether data from COVIDSafe was being transmitted to external servers.

Releasing the source code isn't only important for transparency, but also
for understanding the app's functionality.

Some COVIDSafe users reported the app wouldn't accept their mobile
number until they turned off wifi and used their mobile network (4G)
instead. Until the app is made open source, it's difficult to say exactly
why this happens.

Civic duty

Overall, it seems COVIDSafe is a promising start to the national effort
to ease lockdown restrictions, a luxury already afforded to some states
including Queensland.
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https://techxplore.com/tags/source+code/
https://play.google.com/store/apps/details?id=au.gov.health.COVIDsafe&reviewId=gp%3AAOqpTOE_b1wPi6Ltk-vJ3LiF46aga9vXcRDyXapRunR1VgOCgJftJn5eZuTh7_EWC2TAZSLK8uFHKLZ95DjWCg
https://www.abc.net.au/news/2020-04-27/wa-eases-coronavirus-restrictions-with-groups-of-10-allowed/12188492
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Questions have been raised around whether the app will later be made
compulsory to download, to reach the 40% uptake target. But current
growth in download numbers suggests such enforcement may not be
necessary as more people rise up to their "civic duty".

That said, only time will reveal the extent to which Australians embrace
this new contact tracing technology.

This article is republished from The Conversation under a Creative
Commons license. Read the original article.
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https://www.theguardian.com/australia-news/2020/apr/27/COVID-safe-app-australian-government-COVIDsafe-tracing-download-install-ios-app-store-google-play-android-australia-coronavirus-tracking
https://www.theguardian.com/australia-news/2020/apr/27/COVID-safe-app-australian-government-COVIDsafe-tracing-download-install-ios-app-store-google-play-android-australia-coronavirus-tracking
https://theconversation.com
https://theconversation.com/covidsafe-tracking-app-reviewed-the-government-delivers-on-data-security-but-other-issues-remain-137249
https://techxplore.com/news/2020-04-covidsafe-tracking-app-issues.html
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