
 

Researchers enhance communications for
multi-agent teaming
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Army researchers are collaborating to enhance multi-agent teaming
capabilities for the Soldier that will lead to improved situational
awareness and communication capabilities on the battlefield.
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Scientists from the U.S. Army Combat Capabilities Development
Command's Army Research Laboratory have improved distributed
algorithms for multi-agent coordination, and provide a framework for
information collection in limited bandwidth scenarios to enhance
battlefield situational awareness and communication capabilities for the
Soldier.

The team presented the research virtually at the 45th International
Conference on Acoustics, Speech, and Signal Processing.

The lab's Drs. Jemin George and James Hare are working at the
forefront of this research.

George's research, conducted in collaboration with North Carolina State
University and the laboratory's postdoctoral fellow Dr. Anjaly Parayil, is
applied to collaborative target tracking and directed communication, and
aims at maturing distributed algorithms for autonomous coordination of
intelligent multi-agent systems to provide better situational awareness
and communication capabilities to the Soldiers.

Presented in two separate papers, this research looks at the problem of
autonomous multi-agent coordination for directed communication and
persistent surveillance.

The first paper, A Model-Free Approach to Distributed Transmit
Beamforming, looks at how multi-agent systems, acting as distributed
antenna array elements, coordinate their position and transmitted signal
phase so that the broadcasted signal coherently adds up in the desired
direction while canceling in others.

"This multi-agent approach allows for establishing a directed
communication channel without having access to a physically connected
antenna array," George said. "Such communication capability is a
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severely needed covert communication technology for our Soldiers."

The second paper, Distributed Tracking and Circumnavigation Using
Bearing Measurements, looks at the problem of tracking a maneuvering
target using multiple unmanned aerial vehicles.

"Studies have shown that overhead surveillance provides minimal
awareness in a dense urban terrain, and 75% of air missions fail to drop
ordnance in dense urban areas due to fleeting targets," George said. "We
hope to change this by developing techniques that would allow multiple
UAVs to coordinate their efforts such that they collectively provide
persistent eyes on a maneuvering target."

Though there are numerous research efforts on distributed
beamforming, he said, almost all of them involve a physically connected
antenna array and assume a well-known model for how the environment
affects the transmitted signal.

"There is very little prior work on a multi-agent approach to the
problem," George said. "Our multi-agent approach is a closed-loop
solution to the problem that doesn't require knowing the channel model,
which is a model for how the environment influences the transmitted
signal. Rather, the closed-loop approach relies on the measurement
feedback. Similarly, our distributed tracking work does not make any
restricting assumptions regarding the target motion."

According to George, though these are distributed techniques, they do
not require constant communication among the participating agents like
the typical distributed algorithms. Such distributed algorithms are very
useful in a contested and communication constrained battlefield.

"Our efforts in distributed beamforming and directed communication
directly support the modernization of Army network technologies,"
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George said. "This covert/directed communication capability could be a
game changer in a contested environment. Our efforts in distributed
tracking can be leveraged to support various technology challenges in
Long Range Precision Fires."

To be able to precisely strike a moving target downrange, he said,
Soldiers need eyes on the target, and that is exactly what this current
effort offers. The distributed tracking effort also has the potential to
provide early indicators and warnings as well as better situational
awareness to the decision maker.

Hare's related research, sponsored by an Office of the Secretary of
Defense's Laboratory University Collaboration Initiative led by the lab's
Dr. Lance Kaplan in collaboration with the Massachusetts Institute of
Technology, focuses on a distributed hypothesis testing algorithm that
accounts for limited training data and minimizes the number of messages
communicated among a network of agents, and is applicable to scenarios
with high communication costs.

According to Hare, transmitting messages can cost a large amount of
energy, and if the agents are battery limited, the amount of energy
consumed must be limited to extend the lifetime of the agent. Another
aspect is when there is not enough bandwidth to transmit the entire
message. This results in the agents having to transmit multiple messages,
which is costly over time.

"This is a very theoretical effort that is investigating fundamentally new
ideas to incorporate model uncertainty in distributed hypothesis testing,"
Hare said.

This particular research effort developed an algorithm that allows a
network of social agents to identify the fundamental true state of the
world based on a stream of local/private observations and repeated social
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interactions in a bandlimited environment.

"Each agent collectively debates on which of their predefined models,
i.e., hypotheses, best matches the statistical distribution of observations
privately observed for applications of situational awareness," Hare said.
"However, unlike all the other methods, we assume that the agents do not
know the exact statistical distribution of their predefined models and
must estimate them based on a small set of training data, resulting in
statistical models that are highly uncertain."

The overall goal of the network, he said, is to collectively determine
which hypothesis best matches the true state of the world in a distributed
manor.

Additionally, Hare and the team proposed a social learning rule that
allows the agents to collectively evaluate each hypothesis, while
minimizing the number of messages communicated during each time
step, due to a bandwidth-limited environment with high communication
cost.

"This proposed solution significantly reduces the overall network's
communication cost, while allowing the agents to measure their
uncertainty in the hypothesis that is consistent with the true state of the
world," Hare said.

According to Hare and Kaplan, this research supports the Army
Modernization Priorities as the researchers move forward in developing
uncertainty-aware artificial intelligence/machine learning algorithms that
support Soldier/agent collaboration in applications that involve situation
awareness.

"There are examples of improperly confident AI systems providing
disastrous recommendations when operating in conditions different from
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how they were trained, e.g., autonomous car accidents such as the Uber
incident in Arizona," Kaplan said. "The Army problem amplifies the
issue, and it will be critical for Soldiers to understand the limitations of
AI recommendations."

This research effort is fundamental in that it is the first study that the
researchers are aware of to consider epistemic uncertainty for distributed
hypothesis testing.

"We do hope to eventually develop a new framework of hypothesis
testing for general autonomous recognition with a team of distribution
agents," Hare said. "This research is so important because the future war
effort will consist of teams of autonomous agents identifying the
situation at hand to better inform Soldiers."

The next step in this research effort is to generalize the problem for
various machine learning techniques, understand the tradeoffs of model
calibration and data fusion for decision making, and identify
applications that meet the Army modernization priorities.

"With finite resources, errors due to limited information is inevitable,"
Hare said. "It is important for the decision maker to understand these
errors to decide whether to take a kinetic action, collect more
observations, or improve AI models in light of tight timelines to take
action. The technology of sensor networks will benefit from this effort
since the agents, i.e., sensors, possess a limited power supply and cannot
waste their energy communicating frequently. Incorporating algorithms
that minimize communication cost can significantly extend the overall
network's lifetime."

Provided by The Army Research Laboratory
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