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TikTok and WeChat: Chinese apps dogged
by security fears

August 7 2020

TikTok has already been given a deadline to be acquired by a US firm or be
banned in the country

The United States has fired a new salvo 1n its rivalry with China,

ordering sweeping restrictions against Chinese-owned social media stars
TikTok and WeChat.
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Here are some key facts about the platforms:

What is WeChat?

WeChat, known as "weixin" or micro-message in Chinese, belongs to
tech giant Tencent and has grown to become ubiquitous in daily life
across China since its 2011 launch.

It has more than a billion monthly users and is a "super app" used for
everything from messaging to ride-hailing and mobile payments, while
also serving as a social media platform.

Tencent surpassed Facebook's net worth after it became the first Asian
firm to be valued at more than $500 billion in 2017,

The Hong Kong-listed company now has a market capitalisation of
HK$5.32 trillion ($686 billion), compared with Facebook's $756 billion.

While WeChat is available in various languages, its main user base is in
mainland China, where potential rivals such as Facebook's WhatsApp
messaging service are barred from competing.

It is also a widely used among the Chinese diaspora, and foreigners
doing business in the country, to keep in touch with people there.

Tencent has shares in many American companies, including electric-car

maker Tesla, social media company Snap, and top games developers
such as Riot Games, Epic Games and Activision Blizzard.
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WeChat is used for everything from messaging to ride-hailing and mobile
payments

Surveillance on WeChat

WeChat has been dogged by privacy concerns.

The platform censors content for all users registered with Chinese phone
numbers, even if they go abroad or switch to an international number,

according to a University of Toronto study from 2016.

Another report from the same university in May said accounts not
registered in China were also subject to "pervasive content surveillance".
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Chinese authorities routinely censor online content and block Western
websites such as Facebook, Twitter and the New York Times.

WeChat's privacy policy says the platform only shares user information
"where necessary" with governments and law enforcement agencies.

What is TikTok?

TikTok features kaleidoscopic feeds of short user-made videos of
anything from hair-dye tutorials to choreographed dance routines.

It belongs to Chinese tech firm ByteDance and targets the international

market while Douyin, a domestic version of the platform, caters
exclusively to Chinese users.
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CORONAVIRUS

* W

Described by Foreign ministry

President spokesman

Donald Trump  responded by

asa“Chinese  suggesting the US

virus” army might have
brought the
epidemic to Wuhan

NUCLEAR TALKS

VACCINE HACKING

*

FBl warned that Chinese-backed
hackers were attempting to steal
research, intellectual property
relating to COVID-19

*

Two Chinese nationals indicted
in US, for alleged hacking

of hundreds of

firms globally

4 k4
Has demanded that China
take partin talks on

a successor to the New
START treaty

Huawei, TIKTOK

# Accused Huawei of:
| spying for Beijing | rights abuses

installing large-scale surveillance
technologies in Xinjiang

| non-respect of embargo on Iran

b

Stepped up sanctions against
Huawei, pressured allies

to do the same

b

In Aug, Trump ramped up
pressure on US operations of
Tiktok video app, laying out a
deadline for the firm to be
sold to a US enterprise or

be banned

Beijing rejected

the invitation to join
the arms control talks
with Russia

US-China
disputes

Major issues of contention
* US * CHINA

HonG KoNG, TAIWAN

* *

China imposed Ended preferential
sweeping trade treatment for HK
new '!E’t'l"”a{ Restricted visas for
secUnty law.an Chinese officials seen
Hong Kong asinfringing on HK’s
in late June

autenomy, stopped export
* of sensitive technologies

Has urged “US to *
abide by the one- US announced in Aug its
China principle” highest-level visit to Taiwan,
and cancel the since Washington switched
trip to Taiwan diplomatic recognition

to Chinain 1979

TRADE WAR

*
Weary of big trade deficit with China,
US declared a trade war in 2018

w * &

Tit-for-tat punitive Signed an initial trade

duties on hundreds  accord in Jan 2020, but

of billions of dollars ~ Trump said in July he

of bilateral trade does not plan to proceed
to 2nd phase

SOUTH CHINA SEA
*

In early July, Defense department criticised
Chinese military exercises around the Paracel
Islands in South China Sea (several countries
have claims on islands there)

*

US aircraft carriers carried out drills to “support
a free and open Indo-Pacific”

*

Beijing has since said it conducted recent
“high-intensity” naval exercises in the region

UIGHURS*
¢

Said that more than *

1 million ethnic Uighurs, Claimed that
other minorities have been the facilities
rounded up in internment are vocational
camps education centres

* "Turkic-speaking
Froze assets, imposed visa minarity in China’s

bans on some officials from Xinfiang region
Xinjiang, 11 firms placed on
black list

AFP@

WeChat is used for everything from messaging to ride-hailing and mobile

payments

TikTok has been downloaded more than 2 billion times since its 2017
launch, according to data from US-based research agency SensorTower.

The app is most popular among teenagers but has found fresh popularity
during coronavirus lockdowns around the world as adults look for new
ways to pass the time.

It attracted huge followings in the United States, Indonesia and other
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countries, but it recently became one of 59 Chinese mobile apps banned
by India over national security and privacy concerns.

Distancing from China

TikTok has in recent months sought to distance itself from its Chinese
owners. It appointed former Disney executive Kevin Mayer, an
American, as its new chief executive in May.

It also withdrew from Hong Kong shortly after China imposed a new
security law on the city that gave police fresh powers to censor the
internet—a move that analysts said was an effort to avoid the suggestion
it was a Chinese-controlled company.

But the app has nonetheless been accused of privacy breaches.

Trump previously set a deadline of mid-September for TikTok to be
acquired by a US firm or be banned in the US.

Microsoft has expanded its talks on TikTok to a potential deal that
would include buying the global operations of the fast-growing app, the
Financial Times reported Thursday.
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