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Study highlights complicated relationship
between Al and law enforcement

March 21 2023, by Matt Shipman
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Views of Al Technologies and Self-Driving Technology. Credit: Applied Sciences
(2023). DOI: 10.3390/app13063887

A recent study that examined the relationship between artificial
intelligence (AI) and law enforcement underscores both the need for law
enforcement agencies to be involved in the development of public
policies regarding Al—such as regulations governing autonomous
vehicles—and the need for law enforcement officers to better
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understand the limitations and ethical challenges of Al technologies.

"Law enforcement agencies have a crucial role to play in implementing
public policies related to Al technologies," says Veljko Dubljevic,
corresponding author of the study and an associate professor of science,
technology and society at North Carolina State University.

"For example, officers will need to know how to proceed if they pull
over a vehicle being driven autonomously for a traffic violation. For that
matter, they will need to know how to pull over a vehicle being driven
autonomously. Because of their role in maintaining public order, it's
important for law enforcement to have a seat at the table in crafting
these policies."

"In addition, there are a number of Al-powered technologies that are
already in use by law enforcement agencies that are designed to help
them prevent and respond to crime," says Ronald Dempsey, first author
of the study and a former graduate student at NC State. "These range
from facial recognition technologies to technologies designed to detect
gunshots and notify relevant law enforcement agencies."

"However, our study suggests that many officers do not understand how
these technologies work, which makes it difficult or impossible for them
to appreciate the limitations and ethical risks of those technologies. And
that can pose significant problems for both law enforcement and the
public."

For this study, the researchers conducted in-depth interviews with 20 law
enforcement professionals who work in North Carolina. The interviews
addressed a range of issues, including the values and qualities that the
study participants felt were critical for law enforcement officers.

While there was no consensus across a majority of study participants,
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there were several characteristics that cropped up repeatedly as
important qualities for a law enforcement professional, with integrity,
honesty and empathy being cited most often.

"Understanding what law enforcement deems to be desirable
characteristics in officers i1s valuable, because these characteristics can
inform the development of responsible design guidelines for Al
technologies that law enforcement will use," Dempsey says.

"Design guidelines can be used to inform Al decision-making, and it is
easier for end users to work with Al tools if the values guiding Al
decisions are consistent—or at least not in conflict—with the values of
the end users," says Dubljevic.

The researchers also asked study participants about their views on Al in
general, as well as existing and emerging Al technologies.

"We found that study participants were not familiar with Al, or with the
limitations of Al technologies," says Jim Brunet, co-author of the study
and director of NC State's Public Safety Leadership Initiative. "This
included Al technologies that participants had used on the job, such as
facial recognition and gunshot detection technologies. However, study
participants expressed support for these tools, which they felt were
valuable for law enforcement."

The study participants also expressed concern about the future of
autonomous vehicles, and what challenges they may pose to the law
enforcement community.

"However, study participants did say that they would welcome public use
of autonomous vehicles if that would reduce car accidents," says
Dubljevic. "Specifically, the participants welcomed the idea of spending
less time responding to vehicle accidents, which would allow them to
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focus on addressing crime."

"There are always dangers when law enforcement adopts technologies
that were not developed with law enforcement in mind," says Brunet.
"This certainly applies to Al technologies such as facial recognition. As a
result, it's critical for law enforcement officials to have some training in
the ethical dimensions surrounding the use of these Al technologies. For
example, where a law enforcement agency chooses to deploy Al tools
will affect which portions of the public are subject to additional
scrutiny."

"It's also important to understand that Al tools are not foolproof," says
Dubljevi€. "Al is subject to limitations. And if law enforcement officials
don't understand those limitations, they may place more value on the Al
than is warranted—which can pose ethical challenges in itself."

The paper is published in the journal Applied Sciences.

More information: Ronald P. Dempsey et al, Exploring and
Understanding Law Enforcement's Relationship with Technology: A
Qualitative Interview Study of Police Officers in North Carolina,
Applied Sciences (2023). DOI: 10.3390/app13063887
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