
 

Montana TikTok ban unrealistic and
misguided: experts
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While US politicians voice concerns that China could get TikTok user data, the
lack of national data privacy law leaves brokers free to gather and sell
information about what people do online.

A total ban of TikTok in the US state of Montana is set up to face an
epic battle in the courts, but many experts wonder whether the law is
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even technically possible.

Montana is the first US state to ban TikTok, with the law set to take
effect next year as debate escalates over the impact and security of the
popular video app that is owned by Chinese company ByteDance.

"You would have to build a Great Fire Wall of Montana," said Tarah
Wheeler, chief of cyber security firm Red Queen Dynamics and a senior
fellow for Global Cyber Policy at the Council on Foreign Relations.

"Maintaining a ban in the state and remaining free of the kind of
surveillance you are trying to escape is not possible," she added.

The prohibition will serve as a legal test for a national ban of the Chinese-
owned platform, something that lawmakers in Washington are
increasingly calling for.

Five TikTok creators in the state have already filed a lawsuit in federal
court arguing the ban is illegal and violates free speech rights.

The app is accused by a wide swathe of US politicians of being under the
tutelage of the Chinese government and a tool of espionage by Beijing,
something TikTok furiously denies.

Despite its immense popularity, TikTok faces an ultimatum by the
White House that it split from its Chinese owners or stop operating in
America.

According to the law, which was signed on Wednesday by Governor
Greg Gianforte, a violation takes place each time "a user accesses
TikTok, is offered the ability to access TikTok, or is offered the ability
to download TikTok."
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Montana could not enforce the ban "without doing a whole bunch of
other things we don't want the governments of any level in the United
States being able to do," said Cyber Threat Alliance chief Michael
Daniel.

Causing further trouble, young TikTok fans are likely to take advantage
of free virtual private network (VPN) software that lets people disguise
where devices are.

Technically adept teenagers in Montana will suddenly use VPNs to be
seen logging from other states, Wheeler said, which also introduces
vulnerabilities to spyware or malware, which are known to lurk in some
VPNs.

Teens being teens

While the ban was passed under the auspices of protecting TikTok users
in Montana from China snooping, no clear evidence of that has been
shown, according to Jason Kelley, acting activism director at internet
rights group Electronic Frontier Foundation.

It is the lack of national data privacy law in the United States that leaves
users vulnerable, with brokers free to gather and sell internet user
information, Kelley noted.

"If China wants data on users, they could just go buy it," Kelley told
AFP.

The bill behind the ban mentioned TikTok pranks referred to as
"challenges," and one Montana legislator lamented his son taking part in
one of those.

"Reading between the lines, I think these legislators are angry that they
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don't understand the culture of TikTok and how young people use it,"
Kelley said.

"Montana legislators wanted to do anything to push back on the negative
impact of teenagers being teenagers and the influence of TikTok to do
stupid things."

And, while the law bans Apple or Google from making TikTok available
for download in Montana there are other places online to get apps for
Android-powered smartphones.

"There is no chance this law will work, even if it is implemented by
TikTok to the extent possible," Kelley said.

The ban will take effect in 2024, but be voided if TikTok is acquired by
a company incorporated in a country not designated by the United States
as a foreign adversary, the law read.

This was an invitation by Montana legislators for TikTok and the White
House to come up with some sort of arrangement that would see the app
divest from ByteDance.

Lyrissa Lidsky, professor at the University of Florida Levin College of
Law, told AFP that the ban will easily be seen to violate fundamental
free speech laws in the US where companies are afforded the same
rights on speech as individuals.

"The politicians think that this is a successful political strategy whether
it's constitutional or not," she added.
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