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The processing flow of ISPForest. Credit: Higher Education Press LImited
Company

Anomaly detectors are used to distinguish differences between normal
and abnormal data, which are usually implemented by evaluating and
ranking the anomaly scores of each instance. A static unsupervised
streaming anomaly detector is difficult to dynamically adjust anomaly
score calculation.

To solve the problem, a research team led by Prof. Zhiwen Yu published
their new research in Frontiers of Computer Science.
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The team proposed a human-machine interactive streaming anomaly
detection method, named ISPForest, which can be adaptively updated
online under the guidance of human feedback. In particular, the
feedback will be used to adjust the anomaly score calculation and
structure of the detector, ideally attaining more accurate anomaly scores
in the future.

The experimental results demonstrated that the utility of incorporating
feedback can improve the performance of anomaly detectors with a few
human efforts.

In the research, they analyze the anomaly detection principle of the
space partitioning forest model. To improve the original anomaly
detector, they add the human feedback mechanism for the detection
result during the streaming anomaly detection process. First, in the light
of the relationship between forest structure and anomaly score
calculation, they construct regional likelihood function and instance
likelihood function, respectively, to depict the consistency of the
detection results and the human feedback.
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An example of updating process. Credit: Higher Education Press Limited
Company

Then, the parameters and structures of the original anomaly detector are
adjusted timely according to the gradient decrease process following the
principle of maximum likelihood estimation. Finally, an uncertainty
function of the detection results is designed to control the frequency of
human-machine interaction.

Experimental results on the effects of feedback reveal that combining
anomaly detectors with human feedback is meaningful for adapting to a
dynamic environment, and the performance of the detector is improved
promptly with a small increase in labor costs. Future work can consider
the extension of the method and explore the time-series anomaly
detection under the feedback mechanism.
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  More information: Qingyang Li et al, Human-machine interactive
streaming anomaly detection by online self-adaptive forest, Frontiers of
Computer Science (2022). DOI: 10.1007/s11704-022-1270-y
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