
 

FCC chair asks automakers about plans to
stop abusers from using car electronics to
stalk partners

January 12 2024

  
 

  

Federal Communications Commission Chairwoman Jessica Rosenworcel speaks
from the South Court Auditorium on the White House complex in Washington,
Monday, Feb. 14, 2022. The top U.S. telecommunications regulator is asking
automakers how they plan to protect people from being stalked or harassed by
partners who have access to vehicle location and other data. In a letter sent
Thursday, Jan. 11, 2024, to nine large automakers, Rosenworcel asks for details
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about connected car systems and plans to support people who have been harassed
by domestic abusers. Credit: AP Photo/Susan Walsh, File

The top U.S. telecommunications regulator is asking automakers how
they plan to protect people from being stalked or harassed by partners
who have access to vehicle location and other data.

In a letter sent Thursday to nine large automakers, Federal
Communications Commission Chairwoman Jessica Rosenworcel asks
for details about connected car systems and plans to support people who
have been harassed by domestic abusers.

"No survivor of domestic violence and abuse should have to choose
between giving up their car and allowing themselves to be stalked and
harmed by those who can access its data and connectivity," she said in a
statement.

Nearly all new vehicles have convenience features that use
telecommunications to find cars in parking lots, start the engine
remotely, and even connect with emergency responders, Rosenworcel's
letter said.

"These features rely on wireless connectivity and location data that in the
wrong hands can be used to harm partners in abusive relationships," she
wrote.

The letter asks automakers for details about their connected services and
whether they have policies in place to remove access to connected apps
and other features if a request is made by someone who is being abused.
Rosenworcel asks if the companies remove access even from someone
whose name is on the vehicle's title.
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https://techxplore.com/tags/letter/
https://techxplore.com/tags/new+vehicles/
https://techxplore.com/tags/parking+lots/
https://techxplore.com/tags/emergency+responders/


 

Letters were sent to top executives at General Motors, Ford, Honda,
Hyundai, Mercedes-Benz, Nissan, Stellantis, Tesla and Toyota. Similar
letters also went to wireless voice providers, the commission said.

Messages were left Thursday seeking comment from the automakers.

The Alliance for Automotive Innovation, a large trade association, said
in a statement that misuse of connected vehicle technology to stalk or
harass people is not acceptable.

"The industry is considering how to best broaden federal or state policies
and other protections to help prevent these incidents," the statement said.

The association has raised the issue with regulators previously, the group
said.

Rosenworcel's letter to automakers said it came after a story last week in
The New York Times about how connected cars are being weaponized in
abusive relationships.

© 2024 The Associated Press. All rights reserved. This material may not
be published, broadcast, rewritten or redistributed without permission.
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