
 

Complicated app settings are a threat to user
privacy
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Default privacy settings in popular mobile apps seem like a convenience,
allowing you to use a single setting to control the level of privacy—who
can see which actions you take—across all of the app's functions. But
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default privacy settings are also a potential risk to your privacy.

The U.S. app market generated US$44.9 billion in 2023, with 
smartphone users spending 217 billion hours on their apps. The growing
popularity of mobile apps can be attributed to their convenience, ease of
use, connectivity and flexibility.

For instance, Venmo, a popular peer-to-peer payment app for iPhone
and Android users, lets users send and receive money from anyone with
a Venmo account. It is particularly convenient when dealing with
transactions that involve multiple people or groups, such as splitting bills.

However, mobile payment apps like Venmo present unique challenges.
They combine financial transactions with social media, a blend that can
significantly increase privacy risk, especially when coupled with often-
ambiguous privacy settings.

Privacy settings complexity

As a cybersecurity scholar, I find that the privacy settings in many apps
can often make end users more vulnerable to data exposure despite being
presented as enabling privacy. These apps intentionally come with 
complicated default privacy settings that paradoxically make the user's
information more public than private.

Users are often unaware of the additional steps needed for the best
privacy settings. Understanding an app's complex privacy policy may
require examining the fine print of each app's policy.

For example, Venmo's privacy setting requires the user to choose
whether to share transactions or friends lists with the public, only
friends, or keep them private. However, users need to set their Default
Privacy Settings, Past Transactions and Friends List separately. Default
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https://www.cloudflare.com/learning/privacy/what-is-data-privacy/
https://www.businessofapps.com/data/us-app-market/
https://techxplore.com/tags/smartphone+users/
https://www.businessofapps.com/data/us-app-market/
https://www.nerdwallet.com/article/banking/p2p-payment-systems
https://techxplore.com/tags/financial+transactions/
https://techxplore.com/tags/privacy/
https://www.nngroup.com/articles/permission-requests/
https://www.nngroup.com/articles/permission-requests/
https://scholar.google.com/citations?user=ITS9Jk4AAAAJ&hl=en&oi=ao
https://www.washingtonpost.com/news/the-switch/wp/2018/06/01/hands-off-my-data-15-default-privacy-settings-you-should-change-right-now/


 

Privacy Settings do not span all of the app's functions. Also, when you
create a Venmo account, all of your transactions are public by default,
immediately exposing your financial activities to anyone online.

Unsurprisingly, some high-profile people, including Ohio Sen. and
Republican Vice Presidential nominee JD Vance, have left their Venmo
privacy settings public, resulting in their Venmo transactions and
connections becoming available for anyone using the app to see. These
events highlight the importance of understanding these settings to ensure
your privacy is protected.

Not just Venmo

But Venmo is not alone in this. Apple released an app called Journal in
late December 2023. Journal helps iPhone users write journal entries
about their thoughts and feelings. These journal entries can include
photos, videos, cities you visited and other personal activities. The app
also uses an on-device artificial intelligence feature to provide
personalized suggestions on topics relevant to the user.

Users recently discovered that underneath the complicated privacy
settings of the Journal app was the "Discoverable by Others" option that
posed a serious privacy concern. According to Apple, this feature allows
other iPhones that are in your contacts and that have Journal to detect
when you are nearby. The purpose is to help prioritize the other users'
Journal prompts by including you.

However, the contacts on your phones are not exclusively filled with
close acquaintances you are eagerly waiting to discover and have
discover you. Instead, your phone contacts may include random numbers
such as a plumber you used once for your home maintenance, a realtor
who was recommended but you never used, and so on. As with other
apps, the concern is that the "Discoverable by Others" feature is the
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https://www.yahoo.com/news/jd-vance-left-venmo-public-093053170.html?guccounter=1
https://www.yahoo.com/news/jd-vance-left-venmo-public-093053170.html?guccounter=1
https://www.apple.com/apple-intelligence/?&cid=wwa-us-kwgo-features-slid--AIBrand-AppleIntellligence-aibrand-&mtid=20925e1t39169&aosid=p238&mnid=sJQhFrnx4-dc_mtid_20925e1t39169_pcrid_702087801593_pgrid_168674639012_pntwk_g_pchan__pexid__
https://www.wsj.com/tech/personal-tech/apple-iphone-discoverable-by-others-journaling-suggestions-9d63086d


 

default setting for new users regardless of whether you turned on the
journaling suggestions.

How to protect your privacy

The key step to achieving privacy in a world of pervasive digital
connections is to take ownership of your data and privacy. As mobile
apps continue to access sensitive information about users, it's important
to recognize that app providers and owners may not have the incentives
to provide the most robust privacy-setting practices. Indeed, failing to
effectively manage your app permissions and privacy settings can
increase the risk that your data will be exposed to third parties, including
people with malicious intent.

Also, too often, users struggle to separate their app contents from their
device contents and, in some cases, assume that device-level protections
are enough to mitigate the risk of using a mobile app with poor data
security protection. But this is not the case. A great rule of thumb is to
check each app's default privacy settings after downloading it.

Limiting access rather than granting access is a best practice for privacy.
App users tend to incorrectly assume that limiting access can undercut an
app's features and quality of service. As a result, when faced with a
decision to grant or limit access, people tend to grant access and, in
many instances, continue with the default settings.

Staying vigilant

In the era of AI and machine learning technologies, mobile apps can be
powerful and provide more personalized services with more data. Still,
users should watch out for privacy settings that provide more access and
permissions than these apps need to function effectively.
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https://alltechmagazine.com/what-permissions-do-your-apps-really-need/
https://www.usenix.org/conference/usenixsecurity21/presentation/cao-weicheng
https://www.datacamp.com/blog/what-is-machine-learning


 

It's important to recognize that the default privacy settings are not always
in your best interest. Such settings aim to grant an app access to sensitive
data that businesses can exploit and that data breaches can put in the
hands of hackers and scammers.

As the complexity of these privacy settings increases, app users need to
be aware that protecting their data, now more than ever, requires
vigilance.

This article is republished from The Conversation under a Creative
Commons license. Read the original article.
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