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									Two major security vulnerabilities found in PDF files
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A combined team of researchers from Ruhr-University Bochum and Munster University has found two major security vulnerabilities in PDF files. They have documented their findings with a web-in-security blogspot posting.


                                        
                                              
        
        
        
        

      

                                        
                                                                                    PDF is a file format that includes electronic images of text and graphics. Such files are useful for documents that must be formatted in specially designed ways. They can also be sent to other people who can read them with a PDF document reader. Over the years, some users have used an encryption scheme to ensure private documents cannot be seen by anyone but an intended recipient—doctors, lawyers and even corporations have begun using the scheme to ensure privacy. But now, it appears that the encryption scheme for such documents has two major vulnerabilities—the researchers refer to them as two variations of a single PDFex vulnerability.

The first variation, which the researchers call "direct exfiltration" takes advantage of the PDF encryption specification—software that performs the encryption does not encrypt every part of the PDF file. That leaves part of the file open to hackers. An attacker can attach code to the file in the unencrypted section of the file that will run when the legitimate user opens it. Once the file is opened, the added code can send the contents of the file to a site designated by the attacker.

In the second variation, which does not have a name, an attacker uses cipher block chaining gadgets to change plaintext that exists in a PDF document to code—and just like the first variation, when the legitimate user opens the file, the embedded code executes, sending the document to a site designated by the attacker.

For either attack to work, an attacker would first have to gain access to the PDF file before it is sent. That means an attacker would have to infect the computer of the initial user with a virus that would launch code that modifies the PDF file.

The researchers plan to give a presentation outlining their findings regarding PDF vulnerabilities at this year's ACM Conference on Computer and Communications Security.


                                                                                
                                        											
																								More information:
												"Practical Decryption exFiltration: Breaking PDF Encryption," www.pdf-insecurity.org/downloa … cryption-ccs2019.pdf

www.pdf-insecurity.org/encryption/encryption.html

web-in-security.blogspot.com/2 … ty-flaws-in-pdf.html


																								
																							

                                        											
										                                                                                    
                                                © 2019 Science X Network
                                            

                                                                                
                                        
                                        
                                            
                                                Citation:
                                                Two major security vulnerabilities found in PDF files (2019, October 4)
                                                retrieved 8 March 2024
                                                from https://techxplore.com/news/2019-10-major-vulnerabilities-pdf.html
                                            

                                            
                                            This document is subject to copyright. Apart from any fair dealing for the purpose of private study or research, no
                                            part may be reproduced without the written permission. The content is provided for information purposes only.
                                            

                                        

                                        
									

								
                        
                                                
										
                        
									
                              
                                 
                              
										Explore further

									

                           A digital safe for sending confidential documents
								
										
                        

                                                
                        
								
                                   
									65 shares
                                    
										
											
												
													
												
												Facebook

											
										
	
											
												
													
												
												Twitter

											
										
	
											
												
													
												
												Email

											
										


									
										
											
										
										 Feedback to editors

									
								

                                
                                                                
							
                            
                        

                    
                

                
                
                
					      
        
        
        
        

      





                                    
                    
                        
                            
                                	
                                        Featured
                                    
	
                                        Last Comments
                                    
	
                                        Popular	
                                    


                                
                                    
                                                 
            
                Microsoft's small language model outperforms larger models on standardized math tests

                
                          
                                  
                                          
                                  
                                  3 hours ago

                          

                          
                                  
                                          
                                  
                                  0

                          

                  

            
         
            
                AI chatbots found to use racist stereotypes even after anti-racism training

                
                          
                                  
                                          
                                  
                                  3 hours ago

                          

                          
                                  
                                          
                                  
                                  0

                          

                  

            
         
            
                An approach to realize in-sensor dynamic computing and advance computer vision

                
                          
                                  
                                          
                                  
                                  7 hours ago

                          

                          
                                  
                                          
                                  
                                  0

                          

                  

            
         
            
                An e-skin that can detect tactile information and produce tactile feedback

                
                          
                                  
                                          
                                  
                                  Mar 7, 2024

                          

                          
                                  
                                          
                                  
                                  0

                          

                  

            
         
            
                DeepMind demonstrates Genie, an AI app that can generate playable 2D worlds from a single image

                
                          
                                  
                                          
                                  
                                  Mar 6, 2024

                          

                          
                                  
                                          
                                  
                                  0

                          

                  

            
        
                                    

                                    
                                        
                                    

                                    
                                        
                                    

                                

                            
                        

                    

                    
                    

                    
                    
						
							         
            
                
                        
                                
                                
                                        Research links rapidly evolving photovoltaic module technologies with potential reliability impacts

                                        
                                                
                                                        
                                                                
                                                        
                                                        1 hour ago

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        Report shows that electric aircraft will need grid upgrades, on-site generation and storage

                                        
                                                
                                                        
                                                                
                                                        
                                                        1 hour ago

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        Physicists develop a modular robot with liquid and solid properties

                                        
                                                
                                                        
                                                                
                                                        
                                                        2 hours ago

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        New method for mass-producing polymer solid electrolytes needed in batteries

                                        
                                                
                                                        
                                                                
                                                        
                                                        2 hours ago

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        Balancing training data and human knowledge to make AI act more like a scientist

                                        
                                                
                                                        
                                                                
                                                        
                                                        3 hours ago

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        Researchers enhance peripheral vision in AI models

                                        
                                                
                                                        
                                                                
                                                        
                                                        3 hours ago

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        Microsoft's small language model outperforms larger models on standardized math tests

                                        
                                                
                                                        
                                                                
                                                        
                                                        3 hours ago

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        AI chatbots found to use racist stereotypes even after anti-racism training

                                        
                                                
                                                        
                                                                
                                                        
                                                        3 hours ago

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        How surface roughness influences the adhesion of soft materials

                                        
                                                
                                                        
                                                                
                                                        
                                                        4 hours ago

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        An approach to realize in-sensor dynamic computing and advance computer vision

                                        
                                                
                                                        
                                                                
                                                        
                                                        7 hours ago

                                                

                                        

                                
                        
                
           
        
                        

                    

                    
                

                
            


            
    
    
    
    
    
    




        

        
        
        
			
				
					
						
							

						

					
                    
                    
							
                                
                                    Related Stories

                                

																	
                                             
            
                
                        
                                
                                
                                        A digital safe for sending confidential documents

                                        
                                                
                                                        
                                                                
                                                        
                                                        Oct 3, 2014

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        Code in Chinese surveillance app analysed

                                        
                                                
                                                        
                                                                
                                                        
                                                        Jul 3, 2019

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        AirDrop is making your iPhone vulnerable to attackers

                                        
                                                
                                                        
                                                                
                                                        
                                                        Aug 20, 2019

                                                

                                        

                                
                        
                
           
                                            
                                

                                									
                                             
            
                
                        
                                                                
                                        Flaw Fixed in Unix-like Systems

                                        
                                                
                                                        
                                                                
                                                        
                                                        Apr 3, 2007

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        How secure is your data when it's stored in the cloud?

                                        
                                                
                                                        
                                                                
                                                        
                                                        Jan 25, 2018

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                                                
                                        Hide files within files for better data security

                                        
                                                
                                                        
                                                                
                                                        
                                                        May 9, 2011

                                                

                                        

                                
                        
                
           
                                            
                                

                            
	
                                
                                    Recommended for you

                                

                                									
                                             
            
                
                        
                                
                                
                                        Researchers' approach may protect quantum computers from attacks

                                        
                                                
                                                        
                                                                
                                                        
                                                        Mar 7, 2024

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        Scientists put forth a smarter way to protect a smarter grid

                                        
                                                
                                                        
                                                                
                                                        
                                                        Mar 4, 2024

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        Some doorbell cameras sold on Amazon and other online sites have major security flaws, report says

                                        
                                                
                                                        
                                                                
                                                        
                                                        Feb 29, 2024

                                                

                                        

                                
                        
                
           
                                            
                                

                                									
                                             
            
                
                        
                                
                                
                                        A type of cyberattack that could set your smartphone on fire using its wireless charger

                                        
                                                
                                                        
                                                                
                                                        
                                                        Feb 23, 2024

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        Quantum annealers and the future of prime factorization

                                        
                                                
                                                        
                                                                
                                                        
                                                        Feb 21, 2024

                                                

                                        

                                
                        
                
           
         
            
                
                        
                                
                                
                                        This tiny, tamper-proof ID tag can authenticate almost anything

                                        
                                                
                                                        
                                                                
                                                        
                                                        Feb 18, 2024

                                                

                                        

                                
                        
                
           
                                            
                                

                            


                    

                

            

        
        
        
            
    
        
        
    



        
        
            
                
                    
                        
									 
										Load comments (1)
									 
							  
                    

                

            

        

        
        
        
        
        
        
        
        
            
                
                    
                        Let us know if there is a problem with our content

                         
                            
                                
                            
                        
                    

                    
                                                
                            
										
										
											Use this form if you have come across a typo, inaccuracy or would like to send an edit request for the content on this page.
											For general inquiries, please use our  contact form.
											For general feedback, use the public comments section below (please adhere to guidelines).
										

										
										Please select the most appropriate category to facilitate processing of your request

										 -- please select one -- 
Compliments / Critique
Typos / Errors / Inaccuracies
Edit / Removal request


									 

									 
                                Your message to the editors
                                
                            

                            
                                
                                    
                                        Your  email  (only if you want to be contacted back)
                                        
                                    

                                

                                
                                    Send Feedback
                                

                            

                        

                        
                            Thank you for taking time to provide your feedback to the editors.

                            Your feedback is important to us. However, we do not guarantee individual replies due to the high volume of messages. 

                        
                        
                    

                

            

        

        
        
            
                
                    
                        E-mail the story

                        Two major security vulnerabilities found in PDF files

                        
                            
                                
                            
                        
                    

                    
                        
                            
                                
                                    
                                        Your friend's email
                                        
                                    

                                

                                
                                    
                                        Your email
                                        
                                    

                                

                            

                            
                                
                                    
                                        
                                        
                                            I would like to subscribe to Science X Newsletter. Learn more
                                        
                                    

                                

                            

                            
                                
                                    
                                        Your name
                                        
                                    

                                    
                                        Note

                                        
                                            Your email address is used only to let the recipient know who sent the email. Neither your address nor the recipient's address will be used for any other purpose. The information you enter will appear in your e-mail message and is not retained by Tech Xplore in any form. 
                                        

                                    

                                

                                
                                    
                                        Your message
                                        
                                    

                                

                            

                            
                                
                                    
                                

                                
                                    Send
                                

                            

                        

                    

                

            

        

        
        
            
                
                    
                        
                            
                                
                            
                        
                    

                    
                        
                            
                            

                            

                        

                    

                

            

        

    




    
    
        
            
                
                    
                        
                            
                            
                                Phys.org

                                Daily science news on research developments and the latest
                                    scientific innovations

                            
                        
                    
                

                
                    
                        
                            
                            
                                Medical Xpress

                                Medical research advances and health news

                            
                        
                    
                

                
                    
                        
                            
                            
                                Science X

                                 The most comprehensive sci-tech news coverage on the web

                            
                        
                    
                

            

            
                
                    Newsletters

                    
                        
                            
                                
                            

                            
                                
                                Subscribe
                            

                        

                        
                            
                                
                                    Science X Daily and the Weekly Email Newsletter are free features that allow you to
                                    receive your favorite sci-tech news updates in your email inbox
                                
                            

                        

                    

                

                
                    Follow us

                    	
                            
                                
                                    
                                
                            
                        
	
                                
                                    
                                
                            
	
                                
                                    
                                
                            
	
                                
                                    
                                
                            


                

            

            
                
                    
                        	
                                Top
                            
	
                                Home
                            
	
                                Search
                            
	
                                Mobile
                                    version
                            


                        	
                                Help
                            
	
                                FAQ
                            
	
                                About
                            
	
                                Contact
                            


                        	
                                Science X Account
                            
	
                                Premium Account
                            
	
                                Newsletter
                            
	
                                Archive
                            


                        	
                                Android
                                    app
                            
	
                                iOS app
                            
	
                                RSS feeds
                            
	
                                Push
                                    notification
                            


                    
                

            

            
                
                    © Tech Xplore 2014 - 2024 powered by Science X Network
                

                
                    Privacy
                        policy
                    Terms of
                        use
                

            

        

    
    
        Your Privacy

        
            This site uses cookies to assist with navigation, analyse your use of our services, collect data for ads
            personalisation and provide content from third parties.
            By using our site, you acknowledge that you have read and understand our Privacy
                Policy
            and Terms of
                Use.
        

        
            I'm OK with that
                    Cookie options
                

            

            
                
                    
                        
                            
                                
                                    
                                
                            
                        

                        
                            E-mail newsletter

                            
                                
                                    
                                        
                                    

                                

                                
                                    
                                    Subscribe
                                

                            


                            Follow us

                            	
                                    
                                        
                                            
                                        
                                    
                                
	
                                        
                                            
                                        
                                    
	
                                        
                                            
                                        
                                    
	
                                        
                                            
                                        
                                    


                        

                    

                

            

            
                
                    
                        
                            It appears that you are currently using Ad Blocking software.
                            What are the consequences?
                        
                        
                            ×
                        
                    

                

            
            
            
            
            




            
            
            
            
            
            

            

                            
        
    